INSIDERT/

Attend our Cyber
Security Workshop.

This is an in-depth workshop
session which will last
approximately 2 and a half hours
and be held at our offices in
Eastwood, Nottingham.

It is aimed at business owner/
decision maker level and will focus
on some practical steps that you
can take to improve the basic
security in your business, whilst
explaining the additional steps you
may need to look at for compliance
and insurance.

Identifying the Problem

- Who and what is the biggest risk
to your business?

- Where are your weaknesses?

- Calculating the cost of a cyber-
attack for your business and how
much you'd be willing to pay a
hacker?

®

www.your-itdepartment.co.uk

Taking Action
- How to conduct a Cyber Risk

assessment

- How to keep staff up to date and
enforce a secure culture in your
business

- How you can sleep tight knowing
your business is monitored 24/7

Due to the nature of this workshop
we can only accommodate small
numbers and are offering them

on a strictly first come, first served
basis.

If you would like to reserve a place
please book via Eventbrite by
following the link below

www.linkedin.com/company/

DID YOU
KNOW...

paying
ransomware
makes you a
bigger target?
Ransomware is evil. It's where

your data is encrypted until you
pay a ransom fee to get it back.

Many business owners say they'd
pay the fee to resolve the problem
quickly. But doing that can make

your business an even bigger
target for attacks.

80% of ransomware victims
who paid up were then hit
a second time by the same
attackers.

Doh.

The greatest defence against
ransomware is being 100%
prepared. You need a working and
verified backup, a ransomware
resilience plan, and all the right
security measures in place
BEFORE you are attacked.
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https://www.eventbrite.co.uk/e/how-to-protect-your-business-from-cyber-crime-tickets-383327732567

Techn dlogy update

That’s where someone gets
into your bank account or
systems through your email.
Cyber criminals are trying
to get you to click a bad link
so they can steal passwords
or install software on your
computer.
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You can’t use software alone
to protect your business. You
need a blend of security tools
and staff training.

Do you think your business
could be vulnerable through
email? Most are.

We can help. This is what
we do. Call us.
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George Couras, Innovative
Teaching, Learning, and
Leadership Consultant
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THIS ISSUES

Adam Hughes

Adam has been chosen
for this issues star team
member for many
reasons!

Firstly, throughout the
month of August, Adam
has been awarded with
over 25 positive reviews

from our lovely clients,
all showing why he is an

incredible asset to our
team.

Secondly, Adam has
been on top form
mentoring our newer
staff members, going
the extra mile to make
sure everything is
running super smooth!

Thank you for all of your
hard work Adam. :)



Are you blacklisting or whitelisting?

You know what

it means to be
blacklisted, right?
(we don't mean
through personal
experience, of
course).

Blacklisting is where
you block something
you don't trust. It's used
to keep networks and
devices safe from bad
software and cyber
criminals.

But there's another, safer
way of doing that - and
that's called whitelisting.

Rather than trying to spot
and block threats, you
assume everyone and
everything is a threat,
unless they've been
whitelisted.

But which is the right
approach when it comes
to keeping your business
data safe? This debate
rages on, with many IT
professionals holding
different views.

Here are the main
differences...

» Blacklisting blocks
access to suspicious
or malicious entities

* Whitelisting allows
access only to
approved entities

» Blacklisting's default
is to allow access

* Whitelisting's default
is to block access

* Blacklisting is threat-
centric

* Whitelisting is
trust-centric

?!!
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There are pros

and cons to each
approach. Whilst
blacklisting is

a simple, low
maintenance
approach, it

will never be
comprehensive as
new threats emerge
daily. It's also easy to
miss a threat, as cyber
criminals design software
to evade blacklist tools.

Whitelisting takes a

stricter approach and
therefore comes with
a lower risk of access.

But it's more complex to
implement and needs
more input. It's also more
restrictive for people
using the network and
devices.

Confused? You're not
alone! If you'd like to
discuss which approach
is best for your
business, get in touch.
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Business gadget of the month

Q: How do I choose the right
backup for my data?

If you want to upgrade your webcam without
spending a lot, you can use your phone's camera.
You also need a good tripod to hold it.

The Joby GripTight ONE is a great option. It's
under £50, has bendy, flexible legs, magnetic
feet, and is small enough to carry from home to
the office.

CALL: 01158220 200 | EMAIL: info@your-itdepartment.co.uk
WEBSITE: www.your-itdepartment.co.uk

A: Security and reliability should
bg your main considerations. Get
In touch and we'll tell you what
we recommend.




